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SAVE THE CHILDREN INTERNATIONAL 
ROLE PROFILE


	TITLE: Global Data Protection Manager

	TEAM/PROGRAMME: Information Security & Data Protection
	LOCATION: Centre - London, UK or any existing Save the Children International Regional or Country office worldwide

	GRADE: C, Mid-Senior Level
	CONTRACT LENGTH: Permanent

	CHILD SAFEGUARDING:
Level 3 - the post holder may have access to personal data about children and/or young people as part of their work; therefore, a police check will be required (at ‘standard’ level in the UK or equivalent in other countries)


	ROLE PURPOSE: 
Save the Children International’s (‘SCI’) Global Data Protection Manager (‘Global DPM’) is a vital member of the Information Security & Data Protection team, responsible for providing specialist data protection support to humanitarian programme teams, IT specialists and safeguarding leads across the globe.
Reporting to the Director of Information Security and Data Protection, the Global DPM is responsible for coordination of SCIs global network of 60+ data protection focal points and ensuring individual country and regional offices receive appropriate support in meeting their obligations under SCI’s Data Protection policy (modelled on the UK GDPR) 

The Global DPM is also an active member of our small but busy data protection team (Data Protection Officer, Head of Data Protection Operations and Global DPM) working on DPIAs, supplier security assurance reviews, incident investigation, data protection compliance activities and other business as usual activities.
International travel is to be expected in the execution of the role and in the event of a major humanitarian emergency, the role holder will be expected to work outside the normal role profile and be able to vary working hours accordingly.



	SCOPE OF ROLE: 
· Reports to: Director of Information Security & Data Protection (based in UK)
· Staff directly reporting to this post:  None
· Dimensions: Save the Children International has around 18,000 staff, based in London, the 5 regional offices and 50+ country offices.  Save the Children is a federated organisation, with 27 Member Organisations.   


	KEY AREAS OF ACCOUNTABILITY:

Global Data Protection Management

· Lead the implementation of Global Data Protection (DP) engagement and change initiatives within Save the Children International (SCI). Responsible for timely and efficient execution of data protection initiatives
· Be the initial contact point for the Country Offices and Regional Offices’ senior management and key stakeholders on privacy matters, advising and ensuring that they are regularly updated for all matters related to data protection
· Advise the regional and country office leadership teams on all matters relating to data protection, including Regional Heads of Business Solutions and Technology
· Develop and coordinate a network of regional focal points to ensure change initiatives and DP policy and guidance are appropriately communicated so as to foster a data privacy culture across SCI

· Monitor changes in global data protection legislation and best practice and work with the SCI Data Protection Officer to ensure that SCI takes prompt action to update and make appropriate changes in policies and procedures

· Ensure key stakeholders across SCI centre, regional and country offices are aware of Global Data Protection initiatives, compliance requirements and policy changes.
Data Protection Compliance Management
· Support the delivery of DP awareness communications and mandatory online DP training 

· Maintain and update the Register of Processing Activity using the regional focal points and business functions to ensure processing inventories and the record/register of processing activities is up to date
· Escalate potential DP issues and risks in respect to the processing of personal data, both within and across business functions as well as regional and country offices to the Data Protection Officer
· Support Country and Regional Offices in completing supplier assurance assessments and participate in their review
· Coordinate with DPO and Head of Data Protection Operations on Subject Access Requests (SAR) management. Including information gathering from regional and country offices and information redaction where required
· Support investigation of personal data breaches across regional and country offices using the Datix case management system and escalate as required
· Lead on delivery of the Country Office and Regional Office annual data protection assessment
· Maintain and update asset, vendor and processing activity records in the OneTrust compliance management platform

· Assist business owners in drafting privacy notices and consent statements using standard templates



	BEHAVIOURS (Values in Practice)
Accountability:

· holds self-accountable for making decisions, managing resources efficiently, achieving and role modelling Save the Children values

· Holds the team and partners accountable to deliver on their responsibilities - giving them the freedom to deliver in the best way they see fit, providing the necessary development to improve performance and applying appropriate consequences when results are not achieved.
Ambition:

· sets ambitious and challenging goals for themselves and their team, takes responsibility for their own personal development and encourages their team to do the same

· widely shares their personal vision for Save the Children, engages and motivates others

· future orientated, thinks strategically and on a global scale.
Collaboration:

· builds and maintains effective relationships, with their team, colleagues, Members and external partners and supporters and be recognised across Save the Children as the subject matter expert on all matters related to data protection.

· values diversity, sees it as a source of competitive strength

· approachable, good listener, easy to talk to.
Creativity:

· develops and encourages new and innovative solutions

· willing to take disciplined risks.
Integrity:

· honest, encourages openness and transparency; demonstrates highest levels of integrity


	QUALIFICATIONS
· Degree level qualification in relevant information, Business or Legal area or equivalent work experience (essential)
· Certified EU GDPR practitioner (essential)

· Additional recognized privacy qualifications e.g. CIPP, ISEB, C-DPO (desirable)

· Recognised information security qualification e.g. CompTIA Security+, CISSP, CISM (desirable)


	EXPERIENCE & SKILLS
Essential

· Expert knowledge of data protection legislation, in particular the GDPR, and a good understanding of other major privacy frameworks and evolving legislation worldwide (essential)
· Understanding of business process documentation, developing policies and defining best practices for data protection change and communications (essential)
· Conceptual understanding of information and data security by design (essential)
· Demonstrable experience of supporting subject access requests, data breach management and data protection awareness requirements (essential)
· Well-developed and professional interpersonal skills, ability to interact effectively with people at all levels of SCI (essential)
· Experience of working within a large global organisation (desirable)
· Ability to work unsupervised, exercise leadership, and influence change (essential)
· Excellent writing and presentation skills (essential)
· Strong change and project management skills including the ability to manage time well, prioritise effectively, and handle multiple deadlines (essential)
· Ability to use independent judgement and discretion when making majority of decisions (essential)
· Detail-orientated approach needed to recommend and implement strategic improvements on a range of data privacy and data protection issues (essential)
· Ability to handle confidential and sensitive information with the appropriate discretion (essential)
· Language skills, esp. French, Spanish or Arabic (desirable)


	Additional job responsibilities
The duties and responsibilities as set out above are not exhaustive and the role holder may be required to carry out additional duties within reasonableness of their level of skills and experience.


	Equal Opportunities 
The role holder is required to carry out the duties in accordance with the SCI Equal Opportunities and Diversity policies and procedures.


	Child Safeguarding:
We need to keep children safe so our selection process, which includes rigorous background checks, reflects our commitment to the protection of children from abuse.


	Safeguarding our Staff:
The post holder is required to carry out the duties in accordance with the SCI anti-harassment policy


	Health and Safety
The role holder is required to carry out the duties in accordance with SCI Health and Safety policies and procedures.
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