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SAVE THE CHILDREN INTERNATIONAL 

ROLE PROFILE


	TITLE: Technology and Digital Solutions Manager 

	TEAM/PROGRAMME: Finance and Digital Solutions 
	LOCATION:  Malawi -Lilongwe


	GRADE: 3
	CONTRACT DURATION: 3 Years

	CHILD SAFEGUARDING: 

Level 3:  the responsibilities of the post may require the post holder to have regular contact with or access to children or young people, or access to personal data about children or young people, as part of their work; therefore, a police check will be mandatory unless the content or location of the role changes, in which case the Child Safeguarding level will be reviewed. 



	ROLE PURPOSE: 
Job holder will provide oversight of IT and digital solutions for Save the Children Malawi country office through research and development or customizing of applications; monitor, follow-up and ensures proper functionality of existing technologies and systems using strategic mechanism within the framework of the agency IT Policy and standardization.  



	SCOPE OF ROLE: 

Reports to: Director of Finance and Digital Solutions
Staff reporting to: Digital Solutions Officer ,  IT Officer , IT Assistant



	Job specific roles and responsibilities 

IT Support General

· Assess need for programs and projects in relation to automation and plans accordingly to implement affordable and efficient solutions;

· Collaborate with Regional Office and Centre in cascading of global projects and implementation of different security features adopted organization wide.
· Serve as a point of contact to any all IT related matters.

· Collaborate with other industry players in experience sharing and working together for better goal setting.

· Updates the users with changes and current IT systems, and provides technical support and training to the IT users of the organization;

· Actively participate in regional working groups for information and knowledge sharing 

· Promote a culture of documenting and sharing best practices using knowledge management tools and sharing monthly reports with the Finance and Digital Solutions Director and ESA Regional Head of IT

· Partner with Logistics in ensuring timely and value-for-money IT-related purchases are achieved while ensuring SLAs with service providers exist and are adhered to it

· Plan and budget for all IT expenditures in consultation with the line manager 

· Track expenditures against budgets, prepare forecasts and verify invoices from service providers and suppliers against SLA performance targets before payment is approved.

· Meet with managers to discuss system requirements, specifications, costs, and timelines 

· Lead in the IT section during program design and proposal writing 

· Periodically (yearly at minimum) assess IT needs and advise management on the impact on program delivery. 

· Conduct/participate in periodic performance review meetings with partners

· Ensure the use of Service Desk JIRA in all offices and provide support and technical assistance to upcoming IT Interns/assistants in resolving escalated issues.

· Create playbooks to help guide employees on how to use the necessary equipment and tools. 

· Proactively ensure ICT services are accessible and equipped with current hardware and software either through research or engagement with regional and global teams

· Work with others in preparing IT assets disposal when appropriate and Ensure hardware is stripped and data secured before disposal

· Ensure ICT inventory for the Malawi country office is up to date and consolidated in consultation with Logistics, Admin, and Finance.

· Consult with system users and management to establish requirements for new systems or modifications
Infrastructure

· Ensure the availability and functionality of all the required network and server resources that can give assurance for the smooth operation of office duties. 

· Makes regular check-up tests for server based Systems  availability and databases accessibility; 

· Ensures the availability of servers in the network including E-mail server, web server, FTP server and backup server;

· With the coordination of other team members, ensures the smooth functioning of internet for the users who operate on web based systems and other power app systems

· Manage Malawi SharePoint Portal

· Fundamentals of Vsat Installation and monitoring

· Prepare evaluations of software or hardware, and recommend improvements or upgrades
IT Security

· Ensure the security and protection of organization wide data from any threat through engaging in wide range of preventive mechanisms like awareness creation, policy implementations and so on.

· Work in program mapping in line with data protection and identify gaps for better engagement in the security of information at risk.

· Checks the IT systems of the organization  and ensures that the network is free from any threat; 

Tech & Digital Solutions Adaptation 
· Lead and coordinate adaptation of technologies by following fit-for-purpose model to the organization’s need as per the strategic plan and management interest.

· Lead development, design and implementation of ICT4D (ICT for Development) plan and propose for the realization of feasible technology-supported projects that help in the bidding process of proposal development.

· Plans to computerize the major manual systems of the country office
· In collaboration with programs, develop requirement analysis documents and provide recommendations on the implementation scheme;

· Follow the current technological advancements and evaluate if can be adopted for the benefit of the organization in bringing change to the program implementations.

· Conduct market assessment for the availability of technology providers that can enable Save the Children to collaborate the adoption of useful technologies.

· Conducts research in variety of technology related topics, as needed, and develops related summaries and reference materials

· Manage Digital projects lifecycle and provide clear documentation for a good decision-making

· Build the strategy for the coding, prepare servers, tests, code environments and decide about technologies to use in alignment with Global IT Security and Data Protection policies

· Design and implement a Disaster Recovery Plan for the CO with an emphasis on data storage, security, and backup services
Staff Management, Mentorship, and Development 

· Ensure and manage appropriate staffing within area of responsibility

· Ensure all direct reporting team have accurate and up –to- date JD

· Sets standard and agreed performance objectives for all direct reports

· Conducts  at least 6 One-to-ones on monitoring meeting in a year and have documents as evidence

· Conducts quarterly , midterm and end of year reviews for direct reports 

· Conducts end line performance evaluation for direct reports, documents and submits to HR 

· Ensure all new recruited staff gets Fraud, SS and Child safeguarding training and monitor the progress

· Ensure staff submit accurate time sheet on monthly basis  on time 

· Ensure that all staff understand and are able to perform their role in an emergency as well as in development contexts

· Manage the team; define expectations, provide leadership and technical support as needed, and evaluate direct reports regularly

· Ensure the recruitment, training, and promotion  of  staff as appropriate and ensure availability of appropriate professional development opportunities for staff

· Incorporate staff development strategies and Performance Management Systems into team building process.  Establish result based system and follow up

· Effective use of the Performance Management System including the establishment of clear, measureable objectives, ongoing feedback, periodic reviews and fair and unbiased evaluations;

· Coaching, mentoring and other developmental opportunities;

· Recognition and rewards for outstanding performance;

· Effective and timely management of poor performance

· Documentation of performance that is less than satisfactory, with appropriate performance improvements / work plans  

ICT & Child Safeguarding Responsibilities
· Ensure all digital solutions adopted in Save the Children are aligned with the child safeguarding policy and local procedures.
· Report any alleged or suspected misuse of IT systems/equipment, lapses of security, and major violations of organizational standards to senior in-country management, and provide support as directed to any resulting investigation, such as obtaining evidence, suspending access privileges, etc.

· Please comply with all relevant Save the Children policies and procedures concerning child safeguarding, Data Protection, IT safety and security, equal opportunities, and other applicable policies.

· Ensure that all cloud servers are secure, up-to-date, and compliant with SCI IT Security Policies

· Advise staff of security breaches (Datix Report) and changes in password or security status

· Ensure all new recruits have completed the mandatory online IT Security and Data Protection training. 

· As Data Protection focal point in Malawi, explain the Data Sharing Agreement to senior stakeholders within their country or Regional Office. Provide the Centre data protection team with information concerning the suppliers and donors with whom personal data of any category of the data subject is shared at the RO/CO level



	SKILLS AND BEHAVIOURS (our Values in Practice)
· Delivering by  results 

· Innovative skill

· Creativity

· Communication


	MINIMUM QUALFICATION, EXPEREINCE, COMPETENCIES
EDUCATION QUALIFICATION

Degree in  Information Technology or Computer Sciences or any related field from a reputable institution
SKILLS AND EXPERIENCE
•
Minimum 5 years’ experience in ICT Support

· Familiar with all day-to-day aspects of managing the IT needs of an organization, with specific areas of the role involving familiarity with Windows and MS Office Products and LAN/WAN infrastructures (routers, modems, switches). Troubleshoot and administer a Microsoft Windows-based network (LAN) and servers, good working knowledge of Windows server and domain system configuration, antivirus software for workstations and servers, etc.

· Experience managing and troubleshooting corporate apps like MS365, MDM Microsoft 365, MFA, etc.

•
Experience in delivering Technology for Development Projects (T4D)

•
Good communication skills and a solid positive attitude toward learning

•
Fluency in written and spoken English

•
Previous experience in an INGO is an advantage but not a requirement

•
Ability and experience in training end users or staff

•
Commitment to Save The Children values.
KNOWLEDGE SKILLS AND ABILITIES
· Problem solving skill

· Good knowledge on SharePoint

· Having excellent proficiency in spoken and written English with strong interpersonal skills and demonstrated ability to work effectively in team situations; 

· Experience managing and troubleshooting corporate apps like MS365, MDM Microsoft 365, MFA, etc.

· Experience in delivering Technology for Development Projects (T4D)

· Previous experience in an INGO is an advantage but not a requirement

· Ability and experience in training end users or staff

· Have commitment to work longer hours/weekends or on remote field visits whenever needed
SCOPE & COMPLEXITY OF DECISION MAKING 
· Able to make decisions within a range of established alternatives

· Able to solve problems by selecting the most suitable procedure or method within guidelines and precedents; direction sought when solutions not within established guidelines or precedents

· Able to make decisions using creativity and some independent judgement within realm of current scope of work; Decisions typically made in order to resolve and adapt current solutions or introduce new procedures and practices

PERCENTAGE OF TRAVEL (Out of duty station if applicable). 

· 20% travel to field offices in relation to deployment of applications
COMPETENCIES  
· Leading 

Delivering result: Takes personal responsibility and holds others to account to deliver our ambitious goals for children, continually improving own performance or that of the team/ organisation.
· Thinking 
Problem solving and decision making: Takes effective, considered and timely decisions by gathering and evaluating relevant information from within or outside the organisation and making appropriate judgements.
Innovating and Adapting: Develop and implement innovative solutions to adapt and succeed in an ever-changing uncertain work and global environment. 

· Engaging 
Working effectively with others Works collaboratively to achieve shared goals and thrives on diversity of people and perspectives; knows when to lead and when to follow and how to ensure effective cross-boundary working.
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